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Development / Monitoring / Review of this Policy

This online safety policy has been developed by a working group made up of:

e Senior Leaders, including the Director of Operations

e Staff - including the Curriculum Leader of Computing and the ICT Systems Manager
e Governors

The policy has been constructed with reference to the South West Grid for Learning model (2025),

and the Guidance for Staff working in Education Settings on the Use of Digital Technologies and
Social Media, issued by Leeds City Council

Schedule for Development / Monitoring / Review

This online safety policy was approved by the Quality of
Education committee of the governing body on:

The implementation of this online safety policy Director of Operations, and the

will be monitored by the: Senior Leadership Teams at both
campuses

Monitoring will take place at regular intervals: Every Year

The relevant committee of the Governing Body will Termly, via the relevant committee and/or

receive a report on the implementation of the online specific impact meetings convened
safety policy (including anonymous details of online
safety incidents) at regular intervals:

The Online safety Policy will be reviewed annually, or Summer 2027
more regularly in the light of any significant new

developments in the use of the technologies, new

threats to online safety or incidents that have taken

place. The next anticipated review date will be:

Should serious online safety incidents take place, the CEOP, LA Safeguarding Officer, Police
following external persons / agencies should be
informed:

The school will monitor the impact of the policy using:

e Logs of reported incidents (CPOMS)

» Logs of data protection incidents and DPO reports

* Monitoring logs of internet activity (including sites visited)
» Logs and notifications of key word and phrase monitoring



Overview

ICT and the internet are essential tools for teaching and learning and communication that are used
in Roundhay School to deliver the curriculum, and to support and challenge the varied learning
needs of its students. ICT is used to share information and ideas with all sections of the school
community.

At Roundhay School the use of the internet and ICT is seen as a responsibility and it is important
that students and staff use it appropriately and practise good online safety. It is also important that
all members of the school community are aware of the dangers of using the internet and how they
should conduct themselves online.

E safety covers the use of the internet as well as mobile phones, electronic communications
technologies and the use of social media and social networks. We know that some adults will use
these technologies to harm students. The harm might range from sending hurtful or abusive texts
and emails, to enticing children to engage in sexually harmful conversations or actions online,
webcam filming, photography or face-to-face meetings. Staff have a duty of care to protect children
from risk of harm, as well as a duty to ensure their own conduct does not bring into question their
suitability to work with children.

This guidance takes into account the principles of the Safer Working Practice Guidance (National
Safer Recruitment Consortium) as well as guidance from the Department for Education
(Safeguarding Children in a Digital World), CEOP (Child Exploitation and Online Protection) and
Communication Act 2003 (Section 127 Improper Use of Public Electronic Communications Network).
http://www.legislation.gov.uk/ukpga/2003/21/section/127

This policy applies to all staff employed either directly or indirectly by Roundhay School as well as
volunteers and staff not employed directly by the school but based at the school. All staff are
expected to adhere to this code of practice to ensure the safety of the students, young people and
adults at risk who they may come into contact with through their professional role. Any member of
staff found to be suspected of any breach of these guidelines may be subject to disciplinary action
in accordance with the Schools Disciplinary Policy and Procedure.


http://www.legislation.gov.uk/ukpga/2003/21/section/127

Scope of the Policy

The breadth of issues classified within online safety is considerable and ever evolving, but can be
categorised into four areas of risk:

Content: being exposed to illegal, inappropriate, or harmful content, for example:
pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation,
and extremism.

Contact: being subjected to harmful online interaction with other users; for example: peer
to peer pressure, commercial advertising, and adults posing as children or young adults,
with the intention to groom or exploit them for sexual, criminal, financial or other
purposes.

Conduct: online behaviour that increases the likelihood of, or causes, harm; for example:
making, sending and receiving explicit images (such as consensual and nonconsensual
sharing of nudes and semi-nudes and/or pornography), sharing other explicit images, and
online bullying.

Commerce: risks such as online gambling, inappropriate advertising, phishing and/or
financial scams. If you feel your pupils, students or staff are at risk, please report it to the
Anti-phishing Working Group (https://apwg.org)

This policy applies to all members of the school community (including staff, students/pupils,
volunteers, parents/carers, visitors, community users) who have access to and are users of school
ICT systems, both in and out of the school.

The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable,
to regulate the behaviour of students/pupils when they are off the school site and empowers
members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to
incidents of cyber-bullying, or other online safety incidents covered by this policy, which may take
place outside of the school, but is linked to membership of the school. The 2011 Education Act
increased these powers with regard to the searching for and confiscation of electronic devices and
the deletion of data. In the case of both acts, action can only be taken over issues covered by the
published Behaviour Policy.

The school will deal with such incidents within this policy and associated behaviour and anti-
bullying policies and will, where known, inform parents/carers of incidents of inappropriate online
safety behaviour that take place out of school.


https://apwg.org/

Roles and Responsibilities

The following section outlines the online safety roles and responsibilities of individuals and groups
within the school:

Governors

Governors are responsible for the approval of the Online safety Policy and for reviewing the
effectiveness of the policy. This will be carried out by the Governors receiving regular information
about online safety incidents and monitoring reports.

Governors must ensure the school has appropriate filtering and monitoring systems in place on

school devices and school networks and will regularly review their effectiveness. They will review

(either themselves or through commissioning of external reviews) the DfE filtering and monitoring

standards, and discuss with IT staff and service providers what needs to be done to support the

school in meeting those standards, which include:

» Identifying and assigning roles and responsibilities to manage filtering and monitoring systems;

* Reviewing filtering and monitoring provisions at least annually;

e Blocking harmful and inappropriate content without unreasonably impacting teaching and
learning;

» Having effective monitoring strategies in place that meet their safeguarding needs.

The designated Safeguarding governor will also:

e convene impact meetings with relevant staff in school (Director of Operations, DSL, Curriculum
Leader for Computing and ICT Systems Manager) to enable them to

e monitor the implementation of this policy, and the incident and monitoring logs which will
result in

e reporting to the relevant Governors

Executive Headteacher and Senior Leadership Team

The Executive Headteacher has a duty of care for ensuring the safety (including online safety) of
members of the school community, though the day to day responsibility for online safety will be
delegated to the Director of Operations and the Designated Safeguarding Lead.

The Executive Headteacher and (at least) another member of the Senior Leadership Team should
be aware of the procedures to be followed in the event of a serious online safety allegation being
made against a member of staff (see enclosed flow chart on dealing with online safety incidents
and the relevant HR and disciplinary procedures).

The Executive Headteacher and Senior Leadership Team are responsible for ensuring that all
relevant staff receive suitable training to enable them to carry out their online safety roles and to
train other colleagues, as relevant.

The Executive Headteacher and Senior Leadership Team will ensure that there is a system in place
to allow for monitoring and support of those in school who carry out the internal online safety
monitoring role. This is to provide a safety net and also support to those colleagues who take on
important monitoring roles.

The Senior Leadership Team will receive regular monitoring reports from the Director of
Operations and Designated Safeguarding Lead.



Online Safety Leads

The Designated Safeguarding Lead takes lead responsibility for online safety in school including:

» taking day to day responsibility for ensuring online safety issues are responded to promptly
and appropriately

e ensuring incidents and actions are recorded in CPOMS

e coordinating training and advice for staff about responding to safeguarding concerns related
to online safety

 liaising with the Local Authority

They should also be trained in online safety issues and be aware of the potential for serious child
protection / safeguarding issues to arise from:

e sharing of personal data

e access toillegal / inappropriate materials

e inappropriate on-line contact with adults / strangers

e potential or actual incidents of grooming

e cyber-bullying

The Director of Operations has the following responsibilities:

e has aleading role in establishing and reviewing the school online safety policies / documents

e coordinates training and advice for staff around the school systems around online safety

» liaises with school technical staff

e receives summary reports of online safety incidents and ensures a log is maintained to inform
future developments

e meets with governors to discuss current issues, review incident logs and filtering logs

Together they will also:

e ensure that all staff are aware of the procedures that need to be followed in the event of an
online safety incident

e attends relevant Governor meetings and reports regularly to Senior Leadership Team

ICT Systems Manager

The DfE Filtering and Monitoring Standards says: “Senior leaders should work closely with governors or
proprietors, the designated safeguarding lead (DSL) and IT service providers in all aspects of filtering and
monitoring. Your IT service provider may be a staff technician or an external service provider.”
“Day to day management of filtering and monitoring systems requires the specialist knowledge of both
safeguarding and IT staff to be effective. The DSL should work closely together with IT service providers to
meet the needs of your setting. You may need to ask filtering or monitoring providers for system specific
training and support.”
“The IT service provider should have technical responsibility for:

0 maintaining filtering and monitoring systems

o providing filtering and monitoring reports

o completing actions following concerns or checks to systems”
“The IT service provider should work with the senior leadership team and DSL to:

0 procure systems

o identify risk

o carry out reviews

o carry out checks”
“We are aware that there may not be full-time staff for each of these roles and responsibility may lie as
part of a wider role within the school, college, or trust. However, it must be clear who is responsible, and it
must be possible to make prompt changes to your provision.”



The ICT Systems Manager will ensure:

e they are aware of and follow the school Online Safety Policy and Cyber Security Plan to carry
out their work effectively in line with school policy

e that the school’s technical infrastructure is secure and is not open to misuse or malicious
attack

» that the school meets required online safety technical requirements as identified by the DfE
Meeting Digital and Technology Standards in Schools & Colleges and any local authority
policy/guidance

e that users may only access the networks and devices through a properly enforced password
protection policy which, for staff accounts, enforces an appropriate level of complexity and
requires passwords to be changed regularly

o that they keep up to date with online safety technical information in order to effectively carry
out their online safety role and to inform and update others as relevant

o that the use of the network, internet, remote access and email is regularly monitored in order
that any misuse / attempted misuse can be reported to a senior leader for investigation /
action / sanction

» thefiltering policy, is applied and updated on a regular basis and that its implementation can
also be managed by the senior technician

e that monitoring software / systems are implemented and updated as agreed in school policies

Teaching and Support Staff

Staff are responsible for their own actions and must act, and be seen to act, in the best interests of
children at all times. Staff must ensure they understand and adhere to this guidance as well as
Roundhay School’s code of conduct and Internet Acceptable Use Policy. Staff are responsible for
acting promptly to prevent and safeguard children from potential abuse online and for reporting
any concerns in accordance with the Leeds Children’s Services Safeguarding & Child Protection
Policy for Schools and Colleges.

Staff are solely responsible for any content on their own personal social media networks and
electronic devices. This means that staff are responsible for managing their own applications and
content to ensure that it does not breach the school's safer working practice guidance, or
undermine public confidence in the school or the education profession. Staff are personally
responsible for security and privacy settings when using social media via their chosen equipment
and as such failing to ensure adequate and appropriate settings are in place may lead to disciplinary
action should the content be found to breach school expectations of professional conduct by
bringing the school into disrepute.

Staff are also responsible for ensuring their own use of ICT and social media is professional and
appropriate at all times. Staff must be aware that their conduct online, both inside and outside of
school, must not breach the school's code of conduct or professional expectations. Any behaviour
that is deemed to breach such expectations may be subject to disciplinary action.

In addition, all staff are responsible for ensuring that:

» they have an up to date awareness of online safety matters and of the current school online
safety policy and practices, including the use of social media

» they understand that online safety is a core part of safegarding

e they have read and understand the Acceptable Use Agreement found in appendix 1

o they follow all relevant guidance and legislation including, for example, Keeping Children Safe
in Education and UK GDPR regulations



all digital communications with students/pupils / parents/carers should be on a professional
level and only carried out using official school systems

where staff use Al for work purposes they must only use it in line with the statement set out
later in this policy

they report any suspected misuse or problem to a senior leader for investigation / action /
sanction

online safety issues are embedded in all aspects of the curriculum and other activities
students/pupils understand and follow the online safety policy and acceptable use agreement
students/pupils have a good understanding of research skills and the need to avoid plagiarism
and uphold copyright regulations

they supervise and monitor the use of digital technologies, mobile devices, cameras etc in
lessons and other school activities (where allowed) and implement current policies with regard
to these devices

in lessons where internet use is pre-planned students/pupils should be guided to sites checked
as suitable for their use and that processes are in place for dealing with any unsuitable
material that is found in internet searches

where lessons take place using live-streaming or video-conferencing, there is regard to
national safeguarding guidance and local safeguarding policies

there is a zero-tolerance approach to incidents of online-bullying, sexual harassment,
discrimination, hatred etc

they model safe, responsible, and professional online behaviours in their own use of
technology, including out of school and in their use of social media.

they adhere to the school’s technical security policy, with regard to the use of devices, systems
and passwords and have an understanding of basic cybersecurity

they have a general understanding of how the learners in their care use digital technologies
out of school, in order to be aware of online safety issues that may develop from the use of
those technologies

they are aware of the benefits and risks of the use of Artificial Intelligence (Al) services in
school, being transparent in how they use these services, prioritising human oversight. Al
should assist, not replace, human decision-making. Staff must ensure that final judgments,
particularly those affecting people, are made by humans, fact-checked and critically evaluated.

Students/pupils

Throughout this document references are made to students. For the purpose of this document this
term refers to all children, young people and adults at risk in educational settings whom a
professional may come into contact with, as a direct result of their professional role. They:

are responsible for using the school digital technology systems in accordance with the
Acceptable Use agreement displayed in classrooms or set out in the pupil planner

should understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so

should know what to do if they or someone they know feels vulnerable when using online
technology

should avoid plagiarism and uphold copyright regulations, taking care when using Artificial
Intelligence (Al) services to protect the intellectual property of themselves and others and
checking the accuracy of content accessed through Al services.

should understand the importance of adopting good online safety practice when using digital
technologies out of school and realise that the school’s Online Safety Policy covers their actions
out of school, if related to their membership of the school.



Parents/carers

Parents/carers play a crucial role in ensuring that their children understand the need to use the
internet/mobile devices in an appropriate way. The school will take every opportunity to help
parents understand these issues through parents’ evenings, newsletters, letters, website and
information about national/local online safety campaigns/literature. Parents and carers will be
encouraged to support the school in promoting good online safety practice and to follow
guidelines on the appropriate use of:

» digital and video images taken at school events

e access to parents’ sections of the website and on-line student/pupil records

» their children’s personal devices in the school (where this is allowed)

The necessary policy and guidance will be shared with parents via the school website and/or via
the pupil planner as appropriate. The school will also signpost parents to relevant resources
(online and/or print) to support them.



POLICY STATEMENTS

Education and Training

Students/pupils

Whilst regulation and technical solutions are very important, their use must be balanced by
educating students/pupils to take a responsible approach. The education of students/pupils in
online safety is therefore an essential part of the school’s online safety provision. Children and
young people need the help and support of the school to recognise and avoid online safety risks
and build their resilience.

Online safety should be a focus in all areas of the curriculum and staff should reinforce online
safety messages across the curriculum. The online safety curriculum should be broad, relevant
and provide progression, with opportunities for creative activities and will be provided in the
following ways:

e Aplanned online safety curriculum should be provided as part of Computing and PHSE lessons
and should be regularly revisited

* Key online safety messages should be reinforced as part of a planned programme of
assemblies and tutorial/pastoral activities

e Students/pupils should be taught in all lessons to be critically aware of the materials/content
they access online and be guided to validate the accuracy of information (including where the
information is gained from Artificial Intelligence services)

e Students/pupils should be taught to acknowledge the source of information used and to
respect copyright / intellectual property when using material accessed on the internet and
particularly through the use of Artificial Intelligence services

e Students/pupils should be helped to understand the need for the Acceptable Use Agreement
and encouraged to adopt safe and responsible use both within and outside school

» Staff should act as good role models in their use of digital technologies the internet and
mobile devices

e Inlessons where internet use is pre-planned, it is best practice that students/pupils should be
guided to sites checked as suitable for their use and that processes are in place for dealing with
any unsuitable material that is found in internet searches.

e Where students/pupils are allowed to freely search the internet, staff should be vigilant in
supervising the learners and monitoring the content of the websites / tools (including Al
systems) the learners visit

e Itis accepted that from time to time, for good educational reasons, students may need to
research topics (e.g. racism, drugs, discrimination) that would normally result in internet
searches being blocked. In such a situation, staff can request that the ICT Systems Manager
and/or the ICT Technicians can temporarily remove those sites from the filtered list for the
period of study. Any request to do so, should be auditable, with clear reasons for the need.

Parents/carers

Many parents and carers have only a limited understanding of online safety risks and issues, yet
they play an essential role in the education of their children and in the monitoring/regulation of
the children’s on-line behaviours. Parents may underestimate how often children and young
people come across potentially harmful and inappropriate material on the internet and may be
unsure about how to respond.



The school will therefore seek to provide information and awareness to parents and carers

through methods such as:

e Curriculum activities

e Letters, newsletters and the school website

e Parents sessions

* High profile events/campaigns (e.g. Safer Internet Day)

» Reference to the relevant web sites/publications
For example www.swgfl.org.uk, www.saferinternet.org.uk, http://www.childnet.com/parents-
and-carers

Wider Community

The school will provide opportunities for the wider community to gain from the school's online

safety knowledge and experience. This may be offered through the following:

e Providing family learning courses in use of new digital technologies, digital literacy and online
safety

¢ Online safety messages targeted towards the wider family as well as parents

» The school website providing online safety information for the wider community

Staff/Volunteers
It is essential that all staff receive online safety training and understand their responsibilities, as
outlined in this policy.

Training will be offered as follows:

e online safety and cyber-security training will form part of the regular safeguarding training for
staff. This will be regularly updated and reinforced. An audit of the online safety training needs
of all staff will be carried out regularly. It is expected that some staff will identify online safety
as a training need within the performance management process.

e All new staff should receive online safety training as part of their induction programme,
ensuring that they fully understand the school online safety policy and Acceptable Use
Agreements.

* Nominated staff will receive regular updates through attendance at external training events
(e.g. from South West Grid for Learning, local authority or other relevant organisations) and by
reviewing guidance documents released by relevant organisations.

e This Online Safety policy and its updates will be presented to and discussed by staff

e The Online Safety Leads will provide advice/guidance/training to individuals as required.

Volunteers will receive appropriate training and updates, if applicable.

Governors

Governors should take part in online safety training/awareness sessions, with particular

importance for those who are members of any committee or group involved in technology, online

safety, health and safety and/or safeguarding. This may be offered in a number of ways:

» Attendance at training provided by the local authority, National Governors Association or other
relevant organisation

e Participation in school training/information sessions for staff or parents


http://www.swgfl.org.uk/
http://www.saferinternet.org.uk/
http://www.childnet.com/parents-and-carers
http://www.childnet.com/parents-and-carers

Technical: Infrastructure, equipment, filtering and monitoring

The school will be responsible for ensuring that the school infrastructure/network is as safe and
secure as is reasonably possible and that policies and procedures approved within this policy are
implemented. It will also need to ensure that the relevant people named in the above sections will
be effective in carrying out their online safety responsibilities.

Filtering & Monitoring
The DfE guidance (for England) on filtering and monitoring in “Keeping Children Safe in Education” states:
“It is essential that governing bodies and proprietors ensure that appropriate filtering and monitoring
systems are in place ...governing bodies and proprietors should be doing all that they reasonably can to
limit children’s exposure to the ... risks from the school’s or college’s IT system. As part of this process,
governing bodies and proprietors should ensure their school or college has appropriate filtering and
monitoring systems in place and regularly review their effectiveness. They should ensure that the
leadership team and relevant staff have an awareness and understanding of the provisions in place and
manage them effectively and know how to escalate concerns when identified...The appropriateness of any
filtering and monitoring systems are a matter for individual schools and colleges and will be informed in
part, by the risk assessment required by the Prevent Duty. To support schools and colleges to meet this
duty, the Department for Education has published filtering and monitoring standards...”

The school filtering and monitoring provision is agreed by the Online Safety Leads and the ICT
Systems Manager, is reviewed at least annually and is updated in response to changes in
technology and patterns of online safety incidents/behaviours.

Day to day management of requires the specialist knowledge of both safeguarding and IT
technical staff to be effective. The Online Safety Leads will have lead responsibility for
safeguarding and online safety and the ICT Systems Manager will have technical responsibility.

Checks on the filtering and monitoring system are carried out regularly by the Online Safety Leads
and ICT Systems Manager. Governors are welcome to be involved in these checks to fulfil their
responsibilities. Further checks are also carried out when a safeguarding risk is identified, there is
a change in working practice, (e.g. remote access or BYOD) or new technology is introduced.

Filtering
The DfE Technical Standards for Schools and Colleges states: “Schools and colleges have a statutory
responsibility to keep children and young people safe online as well as offline. Governing bodies and
proprietors should make sure their school or college has appropriate filtering and monitoring systems in
place, as detailed in the statutory guidance, Keeping children safe in education.
Filtering is preventative. It refers to solutions that protect users from accessing illegal, inappropriate and
potentially harmful content online. It does this by identifying and blocking specific web links and web
content in the form of text, images, audio and video
These standards help school and college leaders, designated safeguarding leads and IT support
understand how to work together to make sure they can effectively safeguard their students and staff.”

» The Director of Operations and ICT Systems Manager are responsible for ensuring these
standards are met under the oversight of the Executive Headteacher and wider leadership team.
As part of their statutory duty, governors make sure this is is the case.

» The school manages access to content across its systems for all users and on all devices using
the school’s internet provision. The filtering provided meets the standards defined in the DfE
Filtering standards for schools and colleges and the guidance provided in the UK Safer Internet
Centre Appropriate filtering.



https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.saferinternet.org.uk/advice-centre/teachers-and-school-staff/appropriate-filtering-and-monitoring

o illegal content (e.g., child sexual abuse images) is filtered by the broadband or filtering provider
by actively employing the Internet Watch Foundation URL list and the police assessed list of
unlawful terrorist content, produced on behalf of the Home Office. Content lists are regularly
updated

e there are established and effective routes for users to report inappropriate content, recognising
that no system can be 100% effective. These are acted upon in a timely manner, within clearly
established procedures

e thereisa clear process in place to deal with, and log, requests/approvals for filtering changes

o filteringlogs are reviewed and the Online Safety Leads are alerted to any breaches of the filtering
policy which are then acted upon.

e There are regular checks of the effectiveness of the filtering systems . Checks are undertaken by
the ICT Systems Manager across a range of devices at least termly. The Director of Operations
is alerted to any issues which are then acted upon.

e Devices that are provided by the school have school-based filtering applied irrespective of their
location.

e The school has enhanced, differentiated user-level Web filtering. Content is filtered based on
Key Stage with older students given more access to media sites such as YouTube. Staff are
given even greater access.

e Where personal devices have internet access through the school network, content is managed
in ways that are consistent with school policy and practice (see BYOD policy in appendix 2).

e Access to content through non-browser services (e.g. apps and other mobile technologies) is
managed in ways that are consistent with school policy and practice.

Monitoring
The DfE Technical Standards for Schools and Colleges states: “Monitoring is reactive. It refers to solutions
that monitor what users are doing on devices and, in some cases, records this activity. Monitoring can be
manual, for example, teachers viewing screens as they walk around a classroom. Technical monitoring
solutions rely on software applied to a device that views a user’s activity. Reports or alerts are generated
based on illegal, inappropriate, or potentially harmful activities, including bullying. Monitoring solutions
do not block users from seeing or doing anything.”

The school has monitoring systems in place, agreed by senior leaders and technical staff and in

line with safeguarding policy and practice, to protect the school, systems and users:

¢ Smoothwall Monitor is used to monitor network use across devices and services.

e All users are made aware of this through acceptance of the Acceptable Use Agreement.

e Keyword/phrase alerts notify key staff (safeguarding leaders/heads of year for pupils, or
designated senior leaders for staff) based on risk value.

e Where alerts are urgent staff are alerted by telephone to ensure rapid intervention.

e Outcomes are recorded appropriately.

e The monitoring provision is reviewed by the Online Safety Leads and ICT Systems Manager at
least once every academic year and updated in response to changes in technology and
patterns of online safety incidents and behaviours.

» Devices that are provided by the school have school-based monitoring applied irrespective of
their location.

e In addition to keyword/phrase monitor the ICT technicians team monitor user activity on
school systems for abuse or misuse. When a member of the ICT technicians team identifies a
concern this is raised with the relevant member of staff whether Head of Year, safeguarding
team or senior leader.



Technical Security

The school technical systems will be managed in ways that ensure that the school meets
recommended standards in the DfE Technical Standards for Schools and Colleges and any
guidance provided by the local authority.

More specific policies and procedures are included in the school's Cyber Security plan but the
responsibilities include:

All users will have clearly defined access rights to school technical systems and devices. The
ICT Systems Manager will ensure an up-to-date record of users and their usernames is
maintained.

All users (at KS2 and above) will be provided with a username and secure password and have
responsibility for the security of their username and password and must not allow other users
to access the systems using their log on details. Users must immediately report any suspicion
or evidence that there has been a breach of security. Reception and KS1 students are provided
with a class login.

Password policy and procedures are implemented and are consistent with guidance from the
National Cyber Security Centre

All school networks, devices and system will be protected by secure passwords..

The “administrator” passwords for the school ICT system, used by the ICT Systems Manager
must also be available to the Executive Headteacher or other nominated senior leader and
kept in a secure place (e.g. school safe).

There will be regular reviews and audits of the safety and security of school technical systems
Servers, wireless systems and cabling must be securely located and physical access restricted.
Appropriate security measures are in place (schools may wish to provide more detail which
may need to be provided by the service provider) to protect the servers, firewalls, routers,
wireless systems and devices from accidental or malicious attempts which might threaten the
security of the school systems and data. These are tested regularly. The school infrastructure
and individual workstations are protected by up-to-date endpoint software.

There are rigorous and verified back-up routines, including the keeping of network-separated
(air-gapped) copies off-site or in the cloud,

The ICT Systems Manager is responsible for ensuring that software licence logs are accurate
and up to date and that regular checks are made to reconcile the number of licences
purchased against the number of software installations.

Any actual/potential technical incident/security breach should be reported to the Data
Protection Leads or the Data Protection Officer in line with the school’s Data Protection policy.
Mobile device security and management procedures are in place

All “guests” (eg trainee teachers, supply teachers, visitors) with access to school systems are
required to accept the school's Acceptable Use Agreements.

Systems are in place to verify downloaded files and protect the network in case of malicious
attack. Permission to install programmes on school devices is restricted and removable media
is not permitted by pupils/students.



Cyber Security

The DfE Cyber security standards for schools and colleges explains: “Cyber incidents and attacks have
significant operational and financial impacts on schools and colleges. These incidents or attacks will often
be an intentional and unauthorised attempt to access, change or damage data and digital technology.
They could be made by a person, group, or organisation outside or inside the school or college and can
lead to:

* safeguarding issues due to sensitive personal data being compromised

* impact on student outcomes

» asignificant data breach

» significant and lasting disruption, including the risk of repeated future cyber incidents and attacks,

including school or college closure
* financial loss
e reputational damage”

The school has reviewed the DfE Cyber security standards for schools and colleges and is
working toward meeting these standards.

The school has a Cyber Response plan (including business continuity and incident
management plan) which is reviewed annually.

The school has identified the most critical parts of the school's digital and technology services
and taken actions to secure them.

The school has an effective backup and restoration plan in place in the event of cyber attacks
The school's governance and IT policies reflect the importance of good cyber security.

Staff undertake cyber security training from the National Cyber Security Centre.

The school's education programmes include cyber awareness for learners

There are processes in place for the reporting of cyber incidents. All students and staff have a
responsibility to report cyber risk or a potential incident or attack, understand how to do this
feel safe and comfortable to do so.

Mobile devices

The DfE guidance Keeping Children Safe in Education states: “The school or college should have a clear
policy on the use of mobile and smart technology. Amongst other things this will reflect the fact many
children have unlimited and unrestricted access to the internet via mobile phone networks (i.e. 3G, 4G and
5G). This access means some children, whilst at school or college, sexually harass, bully, and control others
via their mobile and smart technology, share indecent images consensually and non-consensually (often
via large chat groups) and view and share pornography and other harmful content. Schools and colleges
should carefully consider how this is managed on their premises and reflect this in their mobile and smart
technology policy and their child protection policy.”

School owned/provided devices:

All school devices are managed though the use of Mobile Device Management software

There is an asset log that clearly states whom a device has been allocated to.

There is clear guidance on where, when and how use is allowed in line with the acceptable use
agreement (see appendix 1).

Liability for damage aligns with current school policy for the replacement of equipment.
Education is in place to support responsible use.

Policy on the use of personal devices is set out in the Bring Your Own Device (BYOD) policy
provided in appendix 2.



The use of Artificial Intelligence (Al) systems

As Generative Artificial Intelligence (gen Al) continues to advance and influence the world we live
in, its role in education is also evolving. There are currently 3 key dimensions of Al use in schools:
learner support, teacher support and school operations; ensuring all use is safe, ethical and
responsible is essential.

We realise that there are risks involved in the use of Gen Al services, but that these can be
mitigated through our existing policies and procedures, amending these as necessary to address
the risks. The safeguarding of staff and learners will, as always, be at the forefront of our policy
and practice. We will educate staff and learners about safe and ethical use of Al, preparing them
for a future in which these technologies are likely to play an increasing role.

The school acknowledges the potential benefits of the use of Al in an educational context -
including enhancing learning and teaching, improving outcomes, improving administrative
processes, reducing workload and preparing staff and learners for a future in which Al
technology will be an integral part. Staff are encouraged to use Al based tools to support their
work where appropriate, within the frameworks provided below and are required to be
professionally responsible and accountable for this area of their work.

We will comply with all relevant legislation and guidance, with reference to guidance contained
in Keeping Children Safe in Education and UK GDPR.

We will provide relevant training for staff and governors in the advantages, use of and
potential risks of Al. We will support staff in identifying training and development needs to
enable relevant opportunities.

We will seek to embed learning about Al as appropriate in our curriculum offer, including
supporting learners to understand how gen Al works, its potential benefits, risks, and ethical
and social impacts. The school recognises the importance of equipping learners with the
knowledge, skills and strategies to engage responsibly with Al tools.

Staff will be supported to use Al tools responsibly, ensuring the protection of both personal
and sensitive data. Staff should only input anonymised data to avoid the exposure of
personally identifiable or sensitive information.

Staff will always ensure Al tools used comply with UK GDPR and other data protection
regulations. They must verify that tools meet data security standards before using them for
work related to the school.

By default staff will utilise Microsoft Copilot from within their school email account. Staff must
not input sensitive information, such as internal documents or strategic plans, into other Al
tools unless explicitly vetted for that purpose. They must always recognise and safeguard
sensitive data.

The school will ensure that when Al is used, it will not infringe copyright or intellectual property
conventions - care will be taken to avoid intellectual property, including that of the learners,
being used to train generative Al models without appropriate consent.

Al incidents must be reported promptly. Staff must report any incidents involving Al misuse,
data breaches, or inappropriate outputs immediately to the relevant internal teams. Quick
reporting helps mitigate risks and facilitates a prompt response.

We are aware of the potential risk for discrimination and bias in the outputs from Al tools and
have in place interventions and protocols to deal with any issues that may arise. When
procuring and implementing Al systems, we will follow due care and diligence to prioritise
fairness and safety.

The school will support parents and carers in their understanding of the use of Al in the school.



e Al tools may be used to assist teachers in the assessment of learners’ work, identification of
areas for improvement and the provision of feedback. Teachers may also support learners to
gain feedback on their own work using Al

o Staff should ensure that documents, emails, presentations, and other outputs influenced by Al
include clear labels or notes indicating Al assistance. Clearly marking Al-generated content
helps build trust and ensures that others are informed when Al has been used in
communications or documents.

e Al should assist, not replace, human decision-making. Staff must ensure that final judgments,
particularly those affecting people, are made by humans and critically evaluate Al-generated
outputs. They must ensure that all Al-generated content is fact-checked and reviewed for
accuracy before sharing or publishing. This is especially important for external communication
to avoid spreading misinformation.

e Improper use of Al tools, including breaches of data protection standards, misuse of sensitive
information, or failure to adhere to this agreement, will be subject to disciplinary action in line
with the Staff Code of Conduct and Disciplinary Policy.

Staff are encouraged to explore Using Al in education, support materials produced by the
Department for Education in June 2025 to help schools and colleges use Al (artificial intelligence)
safely and effectively. The school aims to audit all Al systems in use and assess their potential
impact on staff, learners and the school's systems and procedures, creating an Al inventory listing
all tools in use, their purpose and potential risks.

Internet Use

Individuals must follow and adhere to the policies on the use of IT equipment at all times and
must not share logins or password information with other members of staff, students, children or
young people, friends, family or members of the public.

As a general principle, internet access is provided to employees to support work related activities,
and staff should refer to the Acceptable Use Agreement (see Appendix 1).

Unacceptable Use

The following uses will be regarded as not acceptable irrespective of the means of internet access:

e Using the computer to perpetrate any form of fraud, or software, film or music piracy .

e Use for racial, sexual, homophobic or other harassment.

e Accessing pornographic, obscene or illegal material.

e Soliciting personal information with the intent of using such information to cause emotional or
physical harm.

e Entering into a commitment on behalf of the school (unless you have explicit permission).

e Visiting internet sites that contain obscene, hateful, pornographic or otherwise illegal material.

e Downloading commercial software or any copyrighted materials belonging to third parties,
unless this download is covered or permitted under a commercial agreement or licence.

e Hacking into unauthorised areas.

e Publishing defamatory and/or knowingly false material about Roundhay School, your colleagues
and/or our pupils on social networks, ‘blogs’, ‘wikis' or any online publishing format.

» Revealing confidential information in a personal online posting, upload or transmission,
including financial information and information relating to pupils, staff or internal discussions.

o Staff use of personal email to communicate with or about any Roundhay School students.

e Introducing any form of malicious software into the corporate network.

e To disrupt the work of other users, for example, includes the propagation of computer viruses.


https://www.gov.uk/government/collections/using-ai-in-education-settings-support-materials

Data Protection

Personal data will be recorded, processed, transferred and made available according to the
current data protection legislation, and in compliance with the school's Data Protection Policy. All
staff receive data protection training, both through the induction programme and ongoing staff
training, and are made aware of their responsibilities. Guidance is provided in the staff handbook
and reinforced by regular reminders in the staff newsletter.

The storing and processing of personal information is governed by the UK General Data Protection
Regulations and Data Protection Act 2018. Employers are required to provide clear advice to staff
about their responsibilities under this legislation so that, when considering sharing confidential
information, the principles set out in the legislation apply.

Members of staff may have access to confidential information about students and families and the
organisation in order to undertake their everyday responsibilities and in some circumstances this
may be highly sensitive or private information. Such information should only be shared when
legally permissible to do so and in the interest of the child. Records should only be shared with
those who have a legitimate professional need to see them.

Only authorised school based devices and systems should be used to store and transfer
confidential information. Developments in technology have improved the security of email. This
has meant that Leeds City Council have been able to follow centrally issued guidance to protect
personal and special category data sent by standard email. When email services are configured
appropriately at BOTH ends of the route, email is just as good as Mail Express or any other secure
data transfer mechanism once controls are in place.

Guidance to staff includes:

e At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or
misuse.

* Avoid leaving paper copies lying around - keep sensitive information locked away.

e Always shred documents that contain personal data.

» Do not keep sensitive information in markbooks - colour code or markup instead so no-one else can
understand it

» Do not take personal data (beyond basic markbook data) offsite without explicit permission

» Never share their login details with anyone (including other staff) as they have different permission

» Always lock their computer when they are not using it

» Think carefully about where they store files and who will be able to access them in that location

e Avoid storing data on your PC - store it on the network itself

e Encrypyt/password protect files containing any sensitive data

» Avoid downloading or storing any personal data to a personal device

» Use the remote desktop - can be from a personal device as data does not leave the school network

e Use the OneDrive storage facility in their school email to move files. Files can be edited in your
browser

o Ifthey wish to use an app to store data on a device it needs authorizing and recording by SPA or LFO

* Avoid using USB keys where possible, and ensure any that are utilised are encrypyed/password
protected

* Only ever use their school email to communicate data about pupils

» Avoid blanket emails to all staff - send data only to those who need it

e Think carefully when forwarding an email or copying someone in - should they see the whole trail?

* Never use names in the subject line

» Don'tinclude sensitive data in emails - place in a secure location (network/OneDrive) and share

» Ifthey must attach a data file then encrypt it



Use of digital and video images

The development of digital imaging technologies has created significant benefits to learning,
allowing staff and students/pupils instant use of images that they have recorded themselves or
downloaded from the internet.

Many work based activities involve recording images and these may be undertaken as part of the
curriculum, extra school activities, for publicity, or to celebrate achievement. However, written
explicit consent must be gained from legal guardians as well as senior management prior to
creating any images of students.

Using images of students for publicity purposes requires the age-appropriate consent of the
individual concerned and their legal guardians. Images should not be displayed on websites, in
publications or in a public place without such consent. The definition of a public place includes
areas where visitors to the school or service provision have access. Consent to use images can be
withdrawn at any time, without giving a reason, and in such cases, staff must make every effort to
remove/destroy these images wherever they have been published.

Photograph or video images must be created using equipment provided by the work place. It is
not acceptable to record images of students on personal equipment such as personal cameras,
mobile phones or video camera. Images of students must not be created or stored for personal
use.

Members of staff creating or storing images of students using personal equipment without prior
consent will be subject to disciplinary action.

Members of staff must:

e be clear about the purpose of the activity and about what will happen to the photographs when
the lesson/activity is concluded;

e ensure that senior management is aware that photography/image equipment is being used and
for what purpose;

e ensure that all images are available for scrutiny in order to screen for acceptability;

e be able to justify images of students in their possession;

e ensure that images are held only for as long as necessary for the ‘purpose’. The
recommendation for images of children and young people is that they should only be held for 2
years;

¢ avoid making images in one to one situations.

Members of staff must not take, display or distribute images of students unless they have explicit
written consent to do so. Failure to follow any part of this code of practice may result in
disciplinary action being taken.

For further guidance on creating, displaying and storing images of students please refer to the
Safer Working Practice Guidance (National Safer Recruitment Consortium 2019) as well as
guidance from the Department for Education (Safeguarding Children in a Digital World) and CEOP
(Child Exploitation and Online Protection).

Staff, parents/carers and students/pupils need to be aware of the risks associated with publishing
digital images on the internet. Such images may provide avenues for cyberbullying to take place.
Digital images may remain available on the internet forever and may cause harm or
embarrassment to individuals in the short or longer term. It is common for employers to carry out
internet searches for information about potential and existing employees. The school will inform



and educate users about these risks and will implement policies to reduce the likelihood of the

potential for harm.

* When using digital images staff should inform and educate students/pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In particular
they should recognise the risks attached to publishing their own images on the internet e.g. on
social networking sites.

e In accordance with guidance from the Information Commissioner’s Office, parents/carers are
welcome to take videos and digital images of their children at school events for their own
personal use (as such use is not covered by the Data Protection Act). To respect everyone’s
privacy and in some cases protection, these images should not be published or made publicly
available on social networking sites, nor should parents/carers comment on any activities
involving other students/pupils in the digital/video images.

« Staff and volunteers are allowed to take digital/video images to support educational aims as
set out in the school's Data Protection Policy. Those images should only be taken on school
equipment. The personal equipment of staff should not be used for such purposes.

e Care should be taken when taking digital/video images that students/pupils are appropriately
dressed and are not participating in activities that might bring the individuals or the school into
disrepute.

e Students/pupils must not take, use, share, publish or distribute images of others without their
permission.

e Permission to use photographs for purpose beyond educational assessment is sought from
parents/carers and/or students (as required dependent on the age of the student/pupil) and
photographs may only be used if the necessary consent has been received for the purpose for
which they will be used.

» Photographs published on the website, or elsewhere that include students/pupils will be
selected carefully and will comply with good practice guidance on the use of such images.

Communications

Staff must not establish or seek to establish social contact with students, for the purpose of
securing a friendship or to pursue or strengthen a relationship. Even if a student themselves seeks
to establish social contact. If this occurs coincidentally, the member of staff should exercise their
professional judgement in making a response and be aware that such social contact could be
misconstrued. Staff should alert the Headteacher of any such contact immediately.

All contact with students should be through appropriate channels at all times and should be
within clear and explicit professional boundaries. This means staff should only contact students in
school, using school equipment and regarding school matters, with appropriate permission from
senior leadership.

Staff should not give, nor be required to give, their personal details such as home or mobile
number, social media identities or personal email addresses to students. Any member of staff
found to be in contact with students through any of the above means, or any other unapproved
method, without prior consent of the head teacher/senior leader may be subject to disciplinary
action.

Internal email and approved contact systems should only be used in accordance with the
appropriate ICT policy and/or Acceptable Use policy.



When using communication technologies the school considers the following as good practice:

e The official school email service may be regarded as safe and secure and is monitored. When
in school, or on school systems (e.g. by remote access), staff and students/pupils should
therefore use only the school email service to communicate with others.

e Users must immediately report to the nominated person - in accordance with the school policy
- the receipt of any communication that makes them feel uncomfortable, is offensive,
discriminatory, threatening or bullying in nature and must not respond to any such
communication.

e Any digital communication between staff and students/pupils or parents/carers must be
professional in tone and content. These communications may only take place on official and
monitored school accounts. Personal email addresses, text messaging or social media must
not be used for these communications.

e Whole class/group email addresses may be used at KS1, while students/pupils at KS2 and
above will be provided with individual school email addresses for educational use.

e Students/pupils should be taught about online safety issues, such as the risks attached to the
sharing of personal details. They should also be taught strategies to deal with inappropriate
communications and be reminded of the need to communicate appropriately when using
digital technologies.

e Personal information should not be posted on the school website and only official email
addresses should be used to identify members of staff.

Social Media

Expectations for teachers’ professional conduct are set out in the DfE Teachers Standards but all
adults working with children and young people must understand that the nature and
responsibilities of their work place them in a position of trust and that their conduct should reflect
this.

All schools and local authorities have a duty of care to provide a safe learning environment for
learners and staff. Schools could be held responsible, indirectly for acts of their employees in the
course of their employment. Staff members who harass, bully online, discriminate on the grounds
of sex, race, or disability or who defame a third party may render the school liable to the injured
party. Reasonable steps to prevent predictable harm must be in place.

The school provides the following measures to ensure reasonable steps are in place to minimise

risk of harm to learners through:

» ensuring that personal information is not published.

e education/training being provided including acceptable use, age restrictions, social media risks,
digital and video images policy, checking of settings, data protection and reporting issues.

» clear reporting guidance, including responsibilities, procedures, and sanctions.

e risk assessment, including legal risk.

» guidance for learners, parents/carers

When official school social media accounts are established, there should be:

e approval by a senior leader

e administration, moderation, and monitoring of the account by at least two members of staff
e a code of behaviour for users of the accounts

e systems for reporting and dealing with abuse and misuse

e understanding of how incidents may be dealt with under school disciplinary procedures.



Monitoring of public social media

» As part of active social media engagement, the school may pro-actively monitor the Internet
for public postings about the school.

e The school should effectively respond to social media comments made by others according to
a defined policy or process.

* When parents/carers express concerns about the school on social media we will urge them to
make direct contact with the school, in private, to resolve the matter. Where this cannot be
resolved, parents/carers should be informed of the school complaints procedure.

The school's use of social media for professional purposes will be checked regularly by the Senior
Leadership Team to ensure compliance with the Online Safety Policy and the Staff Code of
Conduct.

It is recognised that personal access to social networking sites outside the work environment is at
the discretion of the individual however members of staff should consider their use of social
networks as they take on the responsibilities of a professional, taking particular care to secure
personal information and ensure their use of such networking sites is respectable and appropriate
at all times.

Secure and suitable strength passwords should be devised and security settings should be applied
to access profiles and the information contained within them, so that the profile is limited to those
explicitly given access. Users should not sign up to non-work-related web-accounts using a work
email address or password.

It is also advisable to log out of any sites on a personal computer or an application on a mobile
device to ensure maximum security. Activities undertaken by others who can have access to the
user’s social media platforms shall be deemed attributable to the user logged in at the time,
unless there is a good and verifiable reason to suspect otherwise (e.g. hacking).

Staff should understand and check their privacy settings on their social media profiles so they can
choose to limit who has access to their data. Staff may also want to consider how much personal
information is included on their profile.

School staff should ensure that:

» They establish safe and responsible online behaviours, working to local and national guidelines
and acceptable use policies which detail how new and emerging technologies may be used.

* No reference should be made in social media to learners, parents/carers or school staff.

e They do not engage in online discussion on personal matters relating to members of the
school community.

e Personal opinions should not be attributed to the school.

e Security settings on personal social media profiles are regularly checked to minimise risk of
loss of personal information.

e They act as positive role models in their use of social media.

» They do not have contact with students using social media without prior permission of the
Executive Headteacher/Head of School. Staff must not add students as friends or respond to
friend requests from students. If a member of staff suspects that an existing friend is a
student, child or young person, they must take reasonable steps to check the identity of the
individual and end the social media friendship.



Personal profiles on social networking sites and other internet posting forums should not identify
the user's employer or place of work and careful consideration should be given to information
which is published on such sites. For example, information which is confidential, damaging to the
school or undermines public confidence in the school’s reputation.

All postings to social media websites should be considered in the public domain. Therefore, only
post comments, videos and pictures which a member of staff would be happy to share with any
group of friends, strangers or colleagues. Staff must not post information which could lead to the
identification of someone connected to the school or their profession without their explicit consent.
This includes posting images of people. Remember once information has been published there is
no guarantee it can be fully removed, and how it is shared cannot be controlled.

Material published by staff in a social context which is considered to bring the school into
disrepute or considered harmful to, or harassment of a student, colleagues or member of the
school community will be dealt with under the disciplinary procedure.

Subject to the constraints within this policy it is understood that employees have the right to free
expression of opinion in their lives outside school, including on matters of public policy.

Cyber Bullying

All forms of bullying, including cyber bullying, are taken very seriously. Bullying is never tolerated
and it is not acceptable for any member of staff to behave in a manner which is intimidating,
threatening or in any way discriminatory. Behaviour which constitutes Bullying or Harassment
may be dealt with under the Grievance/Bullying and Harassment Policy and could result in
disciplinary action.

However, this doesn't just extend to behaviour within the work place. In some instances bullying
or harassment that occurs outside the workplace where there is a link to employment could also
fall under the responsibility of the employer and therefore result in disciplinary action being taken
against the responsible individual.

Certain activities relating to cyber bullying could be considered criminal offences under a range of
different laws. Cyber bullying consists of threats, harassment, embarrassment, humiliation,
defamation or impersonation and could take the form of general insults, prejudice based bullying
or discrimination through a variety of media. Media used could include email, Virtual Learning
Environments, chat rooms, web sites, social networking sites, mobile and fixed-point phones,
digital cameras, games and virtual world sites.

If an allegation is received that a member of staff is responsible for comments made online which
could be deemed harmful, threatening, defamatory, abusive or harassing in any way towards
another employee, the school will investigate this matter. Any allegation of bullying or harassment
made by an employee against another member of staff where the accused uses the internet,
mobile phone, text message or email, along with any other forms of abuse, may be dealt with
through the Grievance/Bullying and Harassment Policy and could lead to disciplinary action.

Staff are required to take steps to protect themselves and their personal information by:
e Keeping all passwords secret and protect access to their online accounts

¢ Not befriending students and young people on social networking services and sites

e Keeping personal phone numbers private

¢ Not using personal phones to contact parents and students and young people



e Keeping personal phones secure, i.e. through use of a pin code.

¢ Not posting information about themselves that they wouldn't want employers, colleagues,
students, young people or parents to see

e Not retaliating to any incident

e Keeping evidence of any incident

e Promptly reporting any incident using existing routes for reporting concerns.

Staff in schools, as well as students, may become targets of cyberbullying. Staff should never
retaliate to, i.e. personally engage with, cyberbullying incidents. They should report incidents
appropriately and seek support.

Staff should report all incidents to the designated line manager or member of their school senior
management team. The designated person will take responsibility for ensuring the person being
bullied is supported, for investigating and managing the incident, and for contacting the police and
Local Authority if appropriate.

For various reasons, staff may find it difficult to report to their line manager in the first instance.
They may want additional support or advice. They should know they can seek advice and help
from their Union, professional association, from Education Support Partnership, or other
organisation.

Further information and advice regarding cyber bullying can be found in the DfE guidance
documents Preventing and Tacking Bullying 2017 and Cyberbullying: Advice for Head Teachers
and School Staff 2014. https://www.gov.uk/government/publications/preventing-and-tackling-

bullying



https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying

Reporting and responding

The school will take all reasonable precautions to ensure online safety for all school users but
recognises that incidents may occur inside and outside of the school (with impact on the school)
which will need intervention. The flowchart will be used to ascertain an appropriate response.

Designated Safeguarding Lead (DSL)
notified of an Online Safety incident'

Carry out immediate safeguarding actions necessary to protect individuals

Unsuitable or inappropriate materials or-, Illegal materials or activities
3 activity 3 4 found/suspected

Convene Safeguarding Incident Review Meeting

Investigate incident and discuss ) x l
with the learner / staff / to f ) )
determine what happened Wellbeing of a child Staff, volunteer or
potentially at risk other adult
Update parents/carers on incident - 7 <
L as applicable ) ! |
( )
- — N Follow established Refer to the
Ensure the wellbeing of those safeguarding arrangements LA, LADO and
involved is addressed. and report to the Police follow HR
< immediately processes
Ensure Incident Log is updated and L J
make available as required I
. 7

Secure and preserve evidence in-line with
Police/DOS/Safeguarding advice.
Remember, do NOT investigate yourself.

4
Review policies & processes and

identify learning opportunities L
Ensure updates to practice are
L shared with staff J [ Await Police response ]
A 4 \ 4
[ Implement changes and monitor ] l l
situation. f )
If no illegal activity or If illegal activity or
content is Conﬂrmed, content is Conﬂrmed,
revert to internal allow Police or relevant
procedures authority to complete
their investigation and
" This flowchart provides a suggested outline seek advice from the
process for dealing with online safety incidents. relevant professional
You may wish to adapt and align with existing body.
safeguarding policy and practice to ensure there is L )
a consistent approach to managing safeguarding <
incidents in your setting.
2The Incident Review Meeting (IRM) will typically In the case of a member of staff or volunteer, it is
take place as soon as possible after a serious possible that a suspension will take place at the point of
incident to determine next steps and will usually referral to the Police whilst investigations are
follow any immediate safeguarding actions that undertaken. Always ensure DOS advice and HR
have beeﬁ taken (note: less serious incidents may processes are correctly applied and followed
not require an IRM).




The school will ensure:

e There are clear reporting routes which are understood and followed by all members of the
school community which are consistent with the school safeguarding procedures, and with the
whistleblowing, complaints and managing allegations policies.

e All members of the school community are aware of the need to report online safety issues.

e Reports will be dealt with as soon as is practically possible once they are received

» The Designated Safeguarding Lead, Online Safety Lead and other responsible staff have
appropriate skills and training to deal with online safety risks.

If there is any suspicion that the incident involves any illegal activity or the potential for serious
harm the incident must be escalated through the agreed school safeguarding procedures as
outlined in the flowchart. This may include non-consensual images, self-generated images,
terrorism/extremism, hate crime/ abuse, fraud and extortion, harassment/stalking, Child Sexual
Abuse Material (CSAM), Child Sexual Exploitation Grooming, extreme pornography, sale of illegal
materials/substances, cyber or hacking offences, copyright theft or piracy.

Any concern about staff misuse will be reported to the Executive Headteacher or Head of School,
unless the concern involves the Headteacher, in which case the complaint is referred to the Chair
of Governors and the local authority / MAT in line with the safeguarding policy.

Where there is no suspected illegal activity, devices may be checked using the following process:

e One or more senior members of staff should be involved in this process. This is vital to protect
individuals if accusations are subsequently reported.

e Conduct the procedure using a designated device that will not be used by learners and, if
necessary, can be taken off site by the police should the need arise (should illegal activity be
subsequently suspected). Use the same device for the duration of the procedure.

e Ensure that the relevant staff have appropriate internet access to conduct the procedure, but
also that the sites and content visited are closely monitored and recorded (to provide further
protection).

e Record the URL of any site containing the alleged misuse and describe the nature of the
content causing concern. It may also be necessary to record and store screenshots of the
content on the machine being used for investigation. These may be printed, signed, and
attached to the form

e Once this has been completed and fully investigated the group will need to judge whether this
concern has substance or not. If it does, then appropriate action will be required and could
include the following:

o internal response or discipline procedures
o involvement by local authority
o police involvement and/or action

It is important that those reporting an online safety incident have confidence that the report will
be treated seriously and dealt with effectively. Support strategies will be put in place, including
signposting to external sources of support and guidance (e.g. Professionals Online Safety Helpline;
Reporting Harmful Content; CEOP.).

It is more likely that the school will need to deal with incidents that involve inappropriate rather
than illegal misuse. It is important that any incidents are dealt with as soon as possible in a
proportionate manner, and that members of the school community are aware that incidents have
been dealt with. It is intended that incidents of misuse will be dealt with through normal
behaviour/disciplinary procedures.


https://www.saferinternet.org.uk/helpline/professionals-online-safety-helpline
https://reportharmfulcontent.com/?lang=en
http://www.ceop.police.uk/

Appendix 1 - Acceptable Use Agreement
(Pupils/Students)

The Pupil/Student Acceptable Use Agreement is printed below and is published in classrooms with
IT facilities.

When using the school's ICT facilities and accessing the internet in school, | will not:

e Use them for a non-educational purpose

» Use them to break school rules

e Access or attempt to access any inappropriate or offensive websites - if this happens by accident
I will report it immediately

e Access social networking sites (unless my teacher has expressly allowed this as part of a
learning activity) or use chat rooms

e Open email attachments or follow links without first checking with a member of staff

e Use any inappropriate language when communicating online, including in emails

e Bully others

» Share my password with others or log in to the school's network using someone else’s details

e Use Al tools or generative chatbots other than Microsoft Copilot through my school email

* Present other people’s or Al-generated content as my own work

e Share personal data or images/videos about myself or others with Al or in other online
communications, even if | have the consent of the person

| understand that the school will monitor the websites | visit and my use of the school's ICT
facilities and systems.

I will immediately let a teacher or other member of staff know if | find any material which might
upset, distress or harm me or others.

| will always use the school’s ICT systems and internet responsibly.

| understand that the school can discipline me if | do certain unacceptable things online, even if I'm
not in school when | do them.




Appendix 2 - Acceptable Use Agreement (Staff)

Staff are also expected to follow the following Acceptable Use Agreement, as well as adhere to:
- The staff code of conduct provided in the staff handbook

- The latest Keeping Children in Safe in Education guidance

- The school's Online Safety Policy

Pupils/students and staff accept this agreement when they login to a school device.

It is also important that, when leaving their computer unattended, all members of staff
must LOCK or LOG OFF to ensure confidentiality and security.

When using the school's ICT facilities and accessing the internet in school, or outside school on a

work device, | will not:

e Access, or attempt to access any illegal or inappropriate material, including but not limited to
material of a violent, criminal or pornographic nature (or create, share, link to or send such
material)

e Use them in any way which could harm the school’s reputation

e Access social networking sites or chat rooms

e Use any improper language when communicating online, including in emails or other
messaging services

e Install any unauthorised software, or connect unauthorised hardware or devices to the
school’s network

e Share my password with others or log in to the school’s network using someone else’s details

e Share confidential information about the school, its pupils or staff, or other members of the
community

e Access, modify or share data I'm not authorised to access, modify or share

e Promote any private business, unless that business is directly related to the school

¢ Input sensitive information (such as internal documents or strategic plans) or personal data
into any Al tools other than Microsoft Copilot through my school email account

e Share personal data or images/videos about myself or others with Al even if | have the consent
of the person

I understand that the school will monitor the websites | visit and my use of the school's ICT
facilities and systems.

| will take all reasonable steps to ensure that work devices are secure and password-protected
when using them outside school, and keep all data securely stored in accordance with this policy
and the school's data protection policy.

I will let the designated safeguarding lead (DSL) and ICT manager know if a pupil informs me they
have found any material which might upset, distress or harm them or others, and will also do so if
| encounter any such material.

I will always use the school’s ICT systems and internet responsibly, and ensure that
pupils/students in my care do so too.
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We recognise the benefits from offering Sixth Form students the opportunity to use personal ICT
devices in school to support learning and teaching. By signing the Learning Agreement, students,
(and parents) are agreeing that personal ICT devices will be used in accordance with this policy,
and that they agree to abide by the School's Acceptable Use Policy below:

When using the school’s ICT facilities and accessing the internet in school, | will not:

e Use them for a non-educational purpose

e Use them to break school rules

e Access or attempt to access any inappropriate or offensive websites - if this happens by accident
I will report it immediately

e Access social networking sites (unless my teacher has expressly allowed this as part of a
learning activity) or use chat rooms

e Open email attachments or follow links without first checking with a member of staff

e Use any inappropriate language when communicating online, including in emails

e Bully others

e Share my password with others or log in to the school's network using someone else’s details

» Use Al tools or generative chatbots other than Microsoft Copilot through my school email

e Present other people’s or Al-generated content as my own work

e Share personal data or images/videos about myself or others with Al or in other online
communications, even if | have the consent of the person

| understand that the school will monitor the websites | visit and my use of the school's ICT
facilities and systems.

I will immediately let a teacher or other member of staff know if | find any material which might
upset, distress or harm me or others.

I will always use the school’s ICT systems and internet responsibly.

| understand that the school can discipline me if | do certain unacceptable things online, even if I'm
not in school when | do them.

School Liability Statement

Students bring their personal ICT devices to use at Roundhay School at their own risk. It is their
duty to be responsible for the upkeep and protection of their devices including keeping operating
systems and anti-virus protection up-to-date. Roundhay School is not responsible for:

+ Personal devices that are broken, lost or stolen while at school or during school activities.

+ The maintenance or upkeep of any device.

It is recommended that appropriate insurance cover is in place to cover the cost of
repair/replacement of a personal ICT device in the event of loss/damage.

Roundhay School accepts no liability in respect of any loss/damage to personal ICT devices
while at school or during school activities. The decision to bring a personal ICT device into
school rests with the student and their parent(s)/carer(s), as does the liability for any
loss/damage that may result from the use of a personal ICT device in school. In bringing a
personal ICT device into school both student and parent/carer accept this disclaimer.




Guidelines for Acceptable Use of Personal ICT Devices and the Internet

+ Students are permitted to connect to the school’s wireless network while using a
personal ICT device in school but will not be able to access their Network User area outside
of the remote desktop.

+ If devices are brought into school, they are the full responsibility of the student. Students
should therefore keep their personal ICT device with them at all times.

+ Students are expected to act responsibly with regards to their own device, keeping it up to
date via regular anti-virus and operating system updates and as secure as possible.

+ Use of personal ICT devices during lessons is at the discretion of teachers and staff.
Students must use devices as directed by their teacher.

+ Students shall make no attempts to circumvent the school's network security. This includes
setting up proxies and downloading programs to bypass security.

+ In accordance with the law, students shall not distribute pictures or video or any other
material relating to students or staff without their permission (distribution can be as small
as emailing/texting to one other person or as large as posting image or video online).

« Students must check their personal ICT device daily for basic Health and Safety compliance
to ensure it is free from defects, unsuitable material and viruses before bringing it into
school. Particular attention should be paid to the power lead (lead not frayed; plug
correctly fitted and containing the correct fuse rating), the keyboard (all keys present; no
bare metal exposed), the screen (free from flicker and damage) and the device battery (able
to hold a charge). Any personal ICT device with obvious Health and Safety defects should
not be brought into school.

Consequences for Misuse

In some cases of misuse, the privilege of using personal ICT devices at school would be removed.
Serious misuse of Internet capable devices is regarded as a serious offence in direct contravention
of Roundhay School’s Bring Your Own Device (BYOD) Policy and the Internet Acceptable Use
Policy.

The school reserves the right to seize any device which is suspected to have been used to breach
network or data security, bypass internet filtering/monitoring or for any activity which raises
online safety or safeguarding concerns. For example accessing the school network directly from
the BYOD device rather than through the Remote Desktop; or using a device to create, share or
publish inappropriate images, videos or content.

Any such event would be in breach of current Data Protection legislation and could lead to a
criminal prosecution or investigation.



Frequently Asked Questions

What personal ICT devices can a Sixth Form student use in school?
Mobile phones, a laptop computer or a tablet computer e.g. an iPad or an Android tablet.

How do | access the wireless network in school?

+ Select the BYOD-Student wireless network on your device.

« Enter your network username and password when prompted

« Accept the security certificate if prompted

+ If you have any difficulty connecting to the network you will need to bring the device to the ICT
technicians

Can | transfer work from school computers to my personal ICT device?

« Students can log in to the remote desktop to access their files on the school computer
network, both in school and from home, but cannot transfer documents and files from
their personal device.

+ USB storage devices are blocked for all students.

+  We endorse the use of One Drive which is connected to the students Office 365 email
account. Students can upload documents to this Cloud based area and access from home
and from their own device when connected to the wi-fi.

+ Other cloud-based sharing networks (Dropbox/GoogleDrive) are not hosted within the EEU
and are therefore not reliably compliant with current data protection legislation). These are
now blocked within school due to the security risk they pose to their files.

Can | connect my device to the School Network?

Students will not be able to access the school network directly using personal ICT devices. Use of
personal ICT devices is therefore limited to internet access. Students can access their files via the
remote desktop. The link for this is https://desktop.roundhayschool.com. The remote desktop
sessions have MS Office pre-installed.

Can | access another wireless network or networking service while in school?

Students are only allowed to access the BYOD-Student wireless network. This has age appropriate
filters and controls in place. Accessing any other wireless network will be a gross breach of trust
and security and will result in application appropriate sanctions for misuse.

Can | use my personal ICT device in class?
Devices may only be used in class with the approval of the class teacher.

How do | charge my ICT device?
Devices should be charged at home. There is no facility to charge devices in school.

What software is compatible with core word processing, spreadsheet and presentation
programs in school?

Student are assigned a Microsoft 365 license, which allows the installation of MS Office on up to 5
personal PCs or Apple Mac devices. The licenses are revoked when students finish their education.



